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This document is related to the joint agreement between:

This document and any amendments in the light of new requirements will be available on the following Norfolk web sites: 
Data Protection notifications for each signatory agency can be found at : http://www.dataprotection.gov.uk 
NORFOLK CONNECT PARTNERSHIP 
All those who have signed in Sections 1 and 2 below represent organisations in Norfolk or serving Norfolk residents. Our organisations have participated with the Norfolk Connect Partnership in the development of this protocol. It sets out how we will collaborate in sharing personal identifiable information. 
We are all jointly committed to its success and are ‘signed up’ to implementing the Data Protection Act, the Caldicott report and other good practice relating to information sharing. 
1. Norfolk agencies who have agreed this protocol (signatory bodies) 
The following bodies and organisations have agreed this protocol for the exchange of personal identifiable information:- 
	Organisation 
	Signature Signatory 
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


2. Agencies which may provide services for Norfolk residents 
The following bodies and organisations which may provide services for Norfolk residents but are not based in Norfolk have agreed this protocol for the exchange of personal identifiable information for Norfolk residents:- 
	Organisation 
	Signature Signatory 
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3. Norfolk agencies which have been consulted The Norfolk organisations listed below have been consulted during the creation of this protocol. Where this agreement affects their duties they confirm they endorse the principles set out in it:- 
	Organisation 
	Signature Signatory 
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3. All of the bodies and organisations set out above will work together and share information in accordance with their respective statutory and public duties to respect and promote the rights and well-being of all those in the communities which they serve. 
Effective from April 30 2003 : Subject to review by 31.12.03 and thereafter annually 
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SECTION 2. AIMS OF THIS PROTOCOL AND SUMMARY 
2.1 THIS AGREEMENT between organisations serving Norfolk residents sets out arrangements for the sharing of personal identifiable information (as defined in section 4) between these agencies. The information may be shared to enable the assessment, planning, provision and review of local government and related services, for individuals and/or populations. The protocol is intended to ensure this is done in a consistent way with a shared understanding between the agencies of the issues of confidentiality and security. 
2.2 Whilst this document sets out the principles that all the signatory bodies uphold, each agency must take responsibility for ensuring that its own policies, procedures and practices comply with the Data Protection Act 1998 and, where appropriate, with the Caldicott Report’s requirements. See Sections 3 and 6. 
2.3 This protocol accords with current government guidelines (see Appendix 5) and is intended to improve the quality of service to citizens and businesses and not to inhibit their access to services. 
2.4 This general protocol is the overarching agreement that covers the sharing of information between the agencies listed in section 1.2. It contains the principles and procedures that will be adopted whenever agencies have to share information. 
2.5 This protocol is supplemented by individual sub-protocols specific to a particular area of inter-agency activity (see Appendix 1 for list of protocols current in Norfolk at 1.4.03 and websites listed on page 1 for additions to this list). All individual protocols are fully compliant and consistent with this general protocol. 
2.6 This protocol is published so that a. staff in the signatory agencies and b. the general public should be informed about the arrangements for information sharing between the agencies. It is not intended to be a full review of the legislation – further guidance on specific legal issues will need to be sought from the Data Protection / Caldicott leads in signatory authorities (see Appendix 8) or from legal advisors. This protocol does not cover specific detailed arrangements with respect to specific data sharing activities. These will need to be set out in sub-protocols (see Appendix 7). The protocols already in place in Norfolk or covering Norfolk residents are set out in Appendix 1. 
SECTION 3. BACKGROUND AND DATA SHARING PRINCIPLES 
3.1 In general, and in all walks of life, any personal information given or received in confidence for one purpose should not be used for a different purpose, or passed to anyone else, without the consent of the provider of the information. This duty of confidence has long been established at common law. 
3.2 The thrust of government policy towards information sharing is to enable commissioning and provision of seamless services across, and between, public sector organisations. These services should be underpinned by consistent, accurate and secure information about individuals, which is accessible, as necessary, to all those involved in commissioning and providing care or other services. 
3.3 Processing of personal information by organisations is subject to the Data Protection Act 1998 (which in turn is interpreted within the context of the Human Rights Act 1998). The key Human Rights Act 1998 section (section 8) is shown in Appendix 2 and the Data Protection Act’s eight principles are set out in Appendix 3. 
3.4 The Caldicott Report (1997) set out a number of recommendations aimed at improving the way that the NHS and its partner organisations handle and protect personal identifiable information. These recommendations are consistent with the Data Protection Act 1998. These recommendations received widespread support and a programme of work has been established to implement them. This programme extends to cover councils with social services responsibilities (see Appendix 5). 
3.5 The Caldicott committee established six key principles (see Appendix 4). The appointment of ‘Caldicott Guardians’ within NHS organisations and Social Services Departments was one of the key recommendations of the Caldicott report. . The ‘Guardian’s’ role is to safeguard the ways in which personal identifiable information is accessed and stored and to develop frameworks for continuously improving confidentiality and security procedures. 
3.6 Purposes for which information is likely to be shared between agencies include : 
• Delivering personal services

• Assuring and improving the quality of services

• Monitoring quality of life and other indicators of community well being

• Managing and planning services 

• Contracting for services 

• Auditing accounts and accounting for performance 

• Risk management 

• Investigating complaints and notified or potential legal claims 

• Teaching and training 

• Statistical analysis and research 

3.7 There are many developments in Norfolk in inter-agency working from the broad work on e-government and joined up service delivery to detailed developments such as the inter agency work with children at risk of abuse, the Care Programme Approach for mental health, the Single Assessment Process for older people, joint working on provision for children with disabilities, drug misusers and those with learning difficulties. All these depend on information sharing. They are based on information being accessible to all with a need to know and on ensuring the best service delivery to individuals, including avoiding having several members of staff asking the service user for the same personal information over and over again. 
3.8 This protocol sets out the rights of those who use the services available from the organisations in Norfolk who are signed up to the agreement in Section 5 . It also sets out the commitment of the agencies to ensure they take all necessary steps to comply with the law and best practice (see Section 6). 

3.9 Organisations listed on pages 4 and 5 have agreed to work with the signatory agencies on the basis of the principles in Sections 5 and 6. 
3.10 Any specific protocol between signatory agencies can refer back to this over-arching protocol between Norfolk health and social care organisations so as not to repeat material. This should mean that the content of future sub-protocols is presented in a standard format set out in Appendix 7 and will be significantly reduced in length. Only issues specific to the sub protocol should need to be set out in detail. 
. 
SECTION 4. DEFINITIONS USED IN THIS PROTOCOL 
4.1 Data subject 
means an individual who is the subject of personal data.(Data Protection Act 1998 section 1(1)) 
4.2 Data controller 
means a person who (either alone or jointly or in common with other persons) 
determines the purposes for which and the manner in which any personal data 
are, or are to be, processed. 
(Data Protection Act 1998 section 1(1) and (4) and section 63) 
4.3 Personal information The definition of ‘personal data’ as defined by the Data Protection Act (1998) is “data which relate to a living individual (the data subject – see 4.1) who can be identified: 
• From those data, or 
• From those data and other information which is in the possession of, or is likely to come into the possession of, the data controller 
It includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of an individual”. 
The information can be held in paper files or a computer. It may have been provided by the data subject, a carer or relative, or another person or organisation. 
4.4 The Caldicott Report identified a number of items by which a person’s identity might be established. These include:- 
• Surname 
• Forename 
• Initials 
• Address 
• Postcode 
• Date of Birth 
• Other Dates (i.e. death, diagnosis) 
• Gender 
• NHS Number 
• National Insurance Number 
• Local Identifier (i.e. hospital, GP Practice or Social Services identity number) 
• Ethnic Group 
• Soundex Code 
• Occupation 
The Caldicott Report requires that all items at 4.4 should be treated as personal identifiers and appropriately protected to protect the identity of individual(s). 
4.5 Population Related Information 
Personal data/information that has been anonymised from paper and or/computerised records to a population grouping and from which individuals within that population grouping cannot be personally identified. 
4.6 Processing personal information 
The Data Protection Act defines this as : 
in relation to information or data, means obtaining, recording or holding the 
information or data or carrying out any operation or set of operations on the 
information or data, including: 
(a) organisation, adaptation or alteration of the information or data; 
(b) retrieval, consultation or use of the information or data; 
(c) disclosure of the information or data by transmission, dissemination or 
otherwise making available; or 
(d) alignment, combination, blocking, erasure or destruction of the information 
or data. 
(Data Protection Act 1998 section 1(1)) 
4.7 Consent to an organisation processing information. 
The Data Protection Act (1998) protects the individual from personal information being processed about them (including being shared from one agency to another) by requiring that agencies seek informed consent from the individual to such processing. Furthermore the agency has to notify the Information Commissioner that it will process such information for specified purposes. 
The Act does not define consent, but the European Union Directive which led to the 1998 Act refers to a ‘freely given specific and informed indication of agreement’. It goes on to say that failure to respond to a request to give consent may not be taken as indicating consent, and that consent, once given, can be withdrawn. 
4.8 Informed Consent 
Where an individual or individuals is/are provided with information about proposed action(s). This information should be appropriate to the needs of the individual(s), in terms of language, culture, comprehension and format 
4.9 Explicit Consent 
Explicit consent may need to be sought from, and given by, the individual(s) before taking defined action(s), particularly where information is to be shared outside the agency which originally collected it. Consent may be given verbally or in writing. There are certain circumstances where written consent must be obtained (see 4.10). Written consent can be used as evidence (if correctly obtained and recorded). 
4.10 Sensitive personal data 
This is defined under the Data Protection Act (1998) as personal information as to: 
• The racial or ethnic origin of the data subject 
• Their political opinions, 
• Their religious beliefs or other beliefs of a similar nature, 
• Whether they are a member of a trade union, 
• Their physical or mental condition 
• Their sexual life, 
• The commission or alleged commission by them of any offence, or any proceedings for any offence committed or alleged to have been committed by them, the disposal of such proceedings or the sentence of any court proceedings 
4.13 Acting without the data subject’s consent. 
In some circumstances legislation allows / requires agencies to provide personal data to specified bodies without the data subject’s consent. The specific legislation involved is listed in Appendix 6. The legislation includes duties relating to the Crime and Disorder Act, the Regulation of Investigatory Powers Act and the rights of access of certain inspection bodies and Government officers relating to VAT, income tax etc. 
There are a limited number of other instances where information may be shared with specific individuals with specific roles related to the data subject without the data subject’s consent. These include : 
Requests by, or on behalf of, a child or a young person under 18 
The right of access extends to children and young people under 
18 who understand what it means to exercise that right. Where a child or young person under 18 makes a request for access to their records, an authority will need to decide whether or not he or she has sufficient understanding to do so. That is, does he or she understand the nature of the request? (This is referred to as the Gillick competency test, drawing on the Gillick case). If so, then the request for access should be complied with. 
If a child or young person under 18 does not have sufficient understanding to 
make his or her own request, a person with parental responsibility (referred to 
below as a parent), can make the request on the child's behalf. Where a arent 
applies on behalf of a child, an authority should be satisfied that the child lacks capacity to make a valid application, or has capacity and has authorised the parent to make the application. Where the child does not have capacity, the authority also needs to be satisfied that the request made by the parent on the child’s behalf is in that child’s interest. In all circumstances it is important that it is established that the parent does in fact have parental responsibilities in respect of the child – in some instances these may have ceased following divorce etc. 
Where an authority considers that granting access to a parent is likely to result in serious harm to anyone, including the child, the authority will need to decide whether to refuse access. If an authority refuses to disclose data to a parent, either on the grounds that the request is not in the child’s interest or on the grounds that it considers that to do so would result in serious harm, that parent, acting on the child’s behalf, may make an application to the Court or to the Information Commissioner. 
Requests made on behalf of an adult lacking mental capacity 
The Data Protection Act makes no special provisions about requests for access made on behalf of an adult who lacks mental capacity and is incapable of managing their own affairs. If a person lacks capacity to manage their affairs, a person acting under an order of the Court of Protection or acting within the terms of a registered Enduring Power of Attorney can request access on her or his behalf. 
Mental disorder does not equate with mental incapacity and many persons 
suffering from the former may have sufficient capacity to enable them to deal 
with their affairs. As with access by children and young persons under 18 (see above) requests for access by persons with a mental disorder will require a judgement in respect of their capacity to understand the nature of the request and the information sought. 
4.14 Requests made through another person (an agent) 
If a person has capacity and if she or he has appointed an agent, that person can make a valid request for access on behalf of the data subject. Agents should provide evidence of their authority and confirm their identity and relationship to the individual. Such evidence should normally be provided in writing. If an authority is satisfied that the data subject has authorised the agent to make the request, it must treat the request as if it had been made by the data subject and proceed accordingly. This also applies where a person is acting on another’s behalf, under a general power of attorney. 
A person who is profoundly physically disabled may not be able to give written consent for an agent to seek access on their behalf. Where the person is unable to give written consent the local authority should give the individual as much assistance as possible. Ultimately, the authority will have to make a judgement on whether the individual has given consent for an agent to act on their behalf. 
4.15 Requests for access to the records of a deceased person 
The Data Protection Act applies only to data about living persons (see section 
1(1)). Therefore data held on the deceased are not personal data, as defined by the Act. Even though the Data Protection Act does not apply to such data there may still be issues of confidentiality surrounding access to records about the deceased. The Access to Health Records Act 1990 also relates to this. Advice can be sought from Data Protection leads in NHS trusts – see Appendix 8. 
4.16 Duty of an agency to seek consent or to satisfy itself that consent can be dispensed with 
It is the responsibility of each participating organisation to ensure that the appropriate consent is obtained from a patient / service user (data subject) or that consent can safely be dispensed with on one or more grounds set out above before sharing personal identifiable information between agencies. 
4.17 Legislation specifically prohibiting disclosure of personal data 
The legislation relevant to health and social care is listed in Appendix 6. This includes stipulations in the Adoption Act, the Human Fertilisation and Embryology Act etc that certain personal data may not be made accessible to data subjects even though the information relates specifically to themselves or those to whom they are related. 
SECTION 5 RIGHTS OF THE DATA SUBJECT 
In respect of the use of personal data, any data subject (including service users, their carers, staff, volunteers, contractors) has a right : 
5.1 To have the processes explained of what will be done with personal information relating to them (or in certain circumstances their dependant(see 4.13 above)). This explanation needs to be provided in such a way that account is taken of the data subject’s disabilities, level of literacy, cultural and language background. In most cases it should be both by verbal explanation and the provision of a booklet / leaflet. In particular if information is to be shared with other agencies, agreement as to what is shared for what purpose and with whom should normally be sought (see riders at para 4.14) 
5.2 To know that the ‘minimum necessary’ information is shared within and between agencies and that it is only provided to those with a ‘need to know’ 
5.3 To withhold / withdraw their consent to the processing (and particularly sharing) of personal information about them. Their views must be recorded. Individuals need to understand the implications of withdrawing consent. (see Section 6.3.4) 
5.4 To be informed of their right to see any records held about them. And of how they can exercise that right. Also to be informed as to how they may complain when they consider personal data about them has been misused 
5.5 To see any records on paper or computer relating to them held by any agency – a fee may be charged. A formal request needs to be made in writing. Where a patient / service user has been worked with jointly by more than one agency the user need only seek his/her personal data from one agency. This right of access is limited where it is judged by the agency holding the record that ‘serious harm’ may result either to the data subject or a third party. Agencies have a 40-day period from the valid lodging of a request to see the record(s) in which to assess the record and seek third party consent. When information is provided it must be in such a way that account is taken of the data subject’s disabilities, level of literacy, cultural and language background (see corresponding point in section 6.3.1). Usually agencies should offer help to the data subject in understanding the background to what is recorded, including explanations of codes and the processes of recording within agencies. 
5.6 To have record(s) corrected if the facts recorded are wrong – the agency can be required to rectify, block, erase, or destroy inaccurate data 
5.7 To seek review by the Information Commissioner if dissatisfied with the response of the agency where a provision of the Data Protection Act is believed to have been contravened 
5.8 To take action for compensation if damage has been suffered. 
SECTION 6 DUTIES OF SIGNATORY AGENCIES 
Each of the agencies who are signed up to this protocol (see page 2) STATE that they already comply with the duties listed below or aim to do so, as evidenced by a supporting action plan. The duties derive from the law of confidentiality, the Data Protection Act (1998) and the Caldicott Reports requirements. 
6.1 Management of personal data policies and procedures 
The agency will 
6.1.1 Appoint a senior member of staff as Data Protection co-ordinator 
6.1.2 Appoint a Caldicott guardian. 
6.1.3 Write and keep up to date policies and procedures relating to confidentiality, data protection and sharing of information with other agencies. Ensure that these procedures are readily accessible to its own staff – ideally on an intranet. 
6.2 Duties towards staff 
The agency will 
6.2.1 Ensure that confidentiality is included within the contract of employment of its employees and is covered in any staff code of conduct. 
6.2.2 Provide support and training (including induction training) to staff on information security, good record keeping, confidentiality and relevant legislation (with regular refresher courses). 
6.2.3 Provide staff with the necessary facilities (offices) and equipment (personal computers with password protection, filing cabinets etc) to be able to maintain the agreed level of confidentiality covered in 6.2.1 
6.2.4 Ensure staff know who in the organisation should be approached for advice on confidentiality and Data Protection and Caldicott issues 
6.3 Duties towards data subjects 
The agency will 
6.3.1 Provide service users with verbal and written explanations of their rights under the Data Protection Act and information on how the agency can be approached to seek access to records. This explanation needs to be provided in such a way that account is taken of the data subject’s disabilities, level of literacy, cultural and language background. In most cases it should be both by verbal explanation and the provision of a booklet / leaflet 
6.3.2 Take care in explaining to those providing personal information how it will be recorded and used 
6.3.3. Seek consent to processing / sharing information from the data subject (or someone acting on their behalf – see 4.13) Ideally this should be recorded with the data subject’s signature. This duty is subject to (i) an over-riding duty to act in the public interest and to minimise the risk of serious harm to the data subject or to others, including where there is a public health risk and (ii) specific legislation where the data subject’s consent is not required – see Appendix 6). (Where health records may be withheld on the ‘serious harm’ ground a clinician should always be involved in the decision process) 
6.3.4 Explain fully to the user if consent is withheld / withdrawn the implications for their care / interests. If consent is withdrawn then the staff need to ensure all other agencies which may have been passed the data are notified. 
6.3.5 Record any circumstance where action is taken without the data subject’s consent and the grounds for it. 
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6.3.6 Where an individual is unable to give consent on a temporary or permanent basis make decisions regarding processing / sharing information in the light of views of relatives, carers and advocates by those responsible for providing care. The interests of the data subject are paramount. (see 4.12). 
6.3.7 Keep both information about the data subject and their consents up to date 
6.3.8 Correct record(s) if the facts recorded are wrong – the agency can be required to rectify, block, erase, or destroy inaccurate data. 
6.4 Use of personal data 
The agency will 
6.4.1 Use information only for such purposes as have been notified to the Information Commissioner, and to the data subject. Information must not be used for unlawful purposes, nor for purposes for which the data was not originally transferred to the organisation by another agency 
6.4.2 Restrict data sharing within the agency to those with a ‘need to know’ and to the minimum information necessary for the specified purpose of the sharing. Data should be anonymised where possible 
6.4.3 Maintain a register of who within the agency is the ‘owner’ of each dataset containing personal information. 
6.5 Provision of access for data subjects to their records 
The agency will 
6.5.1 Provide access to his/her own records on request from a data subject – gaining third party consent where possible. (The agency may conclude in limited circumstances that it will restrict access where serious harm may occur from this to either the data subject or a third party). Access should be provided in such a way that account is taken of the data subject’s disabilities, level of literacy, cultural and language background 
6.6 Sharing personal information with other agencies 
The agency will 
6.6.1 Only share such personal information as is relevant to the purpose of the sharing. This will have been notified to the Information Commissioner. 
6.6.2 Only share personal information where there is a statutory power to share it – e.g. under the Children Act, Crime and Disorder Act 
6.6.3 Only share personal information where sharing anonymised information would not suffice to satisfy the purpose of the sharing. 
6.6.4 Draw up and sign protocols covering any special arrangements relating to information sharing (with Caldicott Guardian approval). The protocol should cover the issues set out in Appendix 7. 
6.6.5 Review any information sharing protocols at least annually 
6.6.6 Publish, within specific protocols, a list of details of any regular transfer of information to other agencies 
6.6.7 Where information is provided by a different agency, ensure that this is not passed on to another agency unless there is either data subject consent or such transmission is in the public interest and the ‘risk of serious harm’ test has been satisfied 
6.6.8 Satisfy themselves that sharing the information is appropriate and legal before exchanging any personal/personal identifiable information when dealing with requests for personal information from organisations not included within this protocol. This will either be by establishing appropriate local service level agreements or protocols or by ensuring that adequate procedures are satisfactorily applied. 
6.6.9 Where commissioning other agencies who are not party to this protocol to provide services to data subjects, ensure that the provider is fully aware of the Data Protection Act and has systems etc in place to comply. The list of duties set out above should be used to ensure this. Normally these requirements should be included in service level agreements or contracts. 
6.7 Security issues 
The agency will 
6.7.1 Maintain security of personal information within its organisation. Each agency is expected to be preparing itself to comply with the British Standard for information security BS7799 (ISO 17799). This covers, among other issues, 
• ensuring that information discussed with service users is not overheard, 
• physical security within premises, 
• control of personal information placed on websites or published in other ways, 
• having and monitoring procedures on how paper records are handled and stored, 
• creating procedures covering security of information on computers, including audit trails, encryption routines and passwords, 
• fax and email policy, 
• arrangements relating to identifying callers (e.g. requiring production of identification, using ‘ring back’ on the telephone). 
6.7.2 Develop procedures to cover security breaches – including how breaches of security will be logged and investigated, and how adherence to policy and procedures will be monitored. 
6.7.3 Cover breaches of confidentiality in its employment contracts. Internal procedures should make it clear that breaches of confidentiality constitute a disciplinary offence 
6.7.4 Review its procedures and security and breaches on a regular basis and publish the results of these reviews. 
6.8 Monitoring 
The agency will 
6.8.1 Monitor the processes listed above on a regular basis to ensure compliance with this 
protocol and the Data Protection, Caldicott and confidentiality principles underlying it. 
APPENDIX 1. 

List of protocols in Norfolk at 1.4.2003 
1.1 Already in place Crime Reduction Partnership Area Child Protection Committee at http://www.acpc.norfolk.gov.uk/ 
Youth Offending Team Agreement between NCC Social Services Department and the National Care Standards Commission Norfolk office dated 29/3/02 Mental Health – Norfolk Social Services, Norfolk Mental Health Care Trust and West Norfolk PCT (and possibly Local Health Partnerships) for sign up by 31.3.03 
Learning difficulties – Norfolk Social Services and Norwich PCT for sign up by 31.3.03 
Agreement between NCC Social Services Department and the Great Yarmouth PCT relating to a joint Occupational Therapy Service signed July 2002 Supporting People – being drafted Norfolk Connexions Service protocol – for signature by 31.3.03 
Agreement between NCC Social Services Department and the Norfolk Probation Service re OASys (in draft 4.2.03) 

1.2 In preparation Identification, Referral and Tracking (IRT) Adult Protection 
Single Assessment Process, Older People Agreement between NCC Social Services Department and specific hospitals re access to hospital Patient Administration systems 

1.3 Protocols affecting some Norfolk residents signed between Norfolk Social Services and health providers in Suffolk / Cambridgeshire 
1.4 Strategic Health Authority protocols 
. 
APPENDIX 2. 

Human Rights Act 1998 - Article 8 rights 
Article 8 of the Convention provides as follows: 1) Everyone has the right to respect for his private and family life, his home and his correspondence. 2) There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others
APPENDIX 3. Data Protection Act 1998: 8 principles 
The Data Protection Act 1998 sets out 8 principles (which were only marginally changed from the 1984 Act). Organisations processing personal data ("controllers") must comply with these eight data protection principles. These require data to be: 
1. fairly and lawfully processed (i.e. obtained or recorded or stored or disclosed or used in any way); 
2. processed for specified and lawful purposes; 
3. adequate, relevant and not excessive; 
4. accurate; 
5. not kept longer than necessary; 
6. processed in accordance with individuals' rights; 
7. kept secure; 
8. not transferred to non-European Economic Area countries without adequate protection.

APPENDIX 4. Caldicott report 1997: 6 principles 
The six general principles of good practice for sharing information between agencies, as drawn up by the Caldicott Committee, are: 
1. Justify the purpose Every proposed use or transfer of personal-identifiable information within or from an organisation should be clearly defined and scrutinised, with continuing uses regularly reviewed by an appropriate guardian. Someone in each organisation should be responsible for ensuring that the organisation complies with legal requirements. 
2. Anonymise where possible Personal-identifiable information items should not be used unless there is no alternative 
3. Minimise use of identifiable information Where use of personal-identifiable information is considered to be essential, each individual item of information should be justified with the aim of reducing identifiability 
4. Restrict access to those who need to know Only those individuals who need access to personal-identifiable information should have access to it and they should only have access to the information items that they need to see 
5. Ensure staff are aware of their responsibilities Action should be taken to ensure that all staff who handle personal-identifiable information are aware of their responsibilities and obligations to respect confidentiality 
6. Ensure legal compliance Every use of personal-identifiable information must be lawful 
APPENDIX 5. List of legislation and publications relevant to this protocol 
ACTS etc 
• Data Protection Act 1998 http://www.hmso.gov.uk/acts/acts1998/19980029.htm 
and its associated orders: The Data Protection (Subject Access Modification)(Health) Order 2000 The Data Protection (Subject Access Modification)(Social Work) Order 2000 
The Data Protection (Subject Access Modification)(Education) Order 2000 
The Data Protection (Miscellaneous Subject Access Exemptions) Order 2000 The Data Protection (Processing of Sensitive Personal data) Order 2000 
• Crime & Disorder Act 1998 
• Sex Offenders Act 1997 
• Police and Criminal Evidence Act 1984 
• Mental Health Act 1983 
• Access To Medical Reports Act 1988 
• The Children Act 1989 
• Human Rights Act 1998 
• Computer Misuse Act 1990 
• Freedom of Information Act 2000 
• Health and Social Services Act 2000 s 60 see website : http://www.doh.gov.uk/ipu/confiden/act/s60bg.htm 
• Statutory Instrument 2002 No. 1438 The Health Service (Control of Patient 
Information) Regulations 2002 
http://www.doh.gov.uk/ipu/confiden/instrument.pdf 
• Regulation of Investigatory Powers Act 2000 
http://www.homeoffice.gov.uk/ripa/index.htm 
PUBLICATIONS / PROTOCOLS 
1.National 
• Caldicott Report 1997 – NHS Executive at : http://www.doh.gov.uk/ipu/confiden/report/index.htm 
• Caldicott regulations (HSC (99) 012) 
http://www.info.doh.gov.uk/doh/coin4.nsf/page/HSC-1999-012?OpenDocument 
• General Medical Council – Confidentiality: Protecting and Providing Information September 2000 
http://www.gmc-uk.org/standards/default.htm 
• GMC statement on s 60 Health and Social Services Act 2000 - http://www.doh.gov.uk/ipu/confiden/act/statement.pdf 
• Department of Health Delivering 21st Century IT Support for the NHS 
http://www.doh.gov.uk/ipu/whatnew/deliveringit/nhsitimpplan.pdf 
• Department of Health “The Protection and Use of Patient Information” 1996 – HSG(96)18 / LASSL(96)5 
At http://www.doh.gov.uk/ipu/confiden/protect/hsg9618.htm 
• HSC/LAC 2000/09 – Implementation of Health Act Partnership Arrangements 
http://www.info.doh.gov.uk/doh/coin4.nsf/page/LAC-(2000)9?OpenDocument 
• HSC/LAC 2000/003 : LAC (2002)2 – Implementing the Caldicott Standard in Social Care 31.1.2002 at http://www.doh.gov.uk/ipu/confiden/003hsc2002.pdf 
• Data Protection Act 1998 – Guidance to Social Services DH March 2000 
At http://www.doh.gov.uk/scg/datap.htm 
Page 19 
• NHSIA : Confidentiality : A code of practice for NHS staff Draft Oct 2002 
http://www.nhsia.nhs.uk/confidentiality/pages/default.asp 
• NHSIA Caldicott and confidentiality website : 
At http://www.nhsia.nhs.uk/caldicott/pages/links.asp 
• NHSIA ‘Share with Care – people’s views on consent and confidentiality of patient information’ Oct 2002 
http://www.nhsia.nhs.uk/confidentiality/pages/hw_report_1002.asp 
• DH 2001 Information for Social Care esp. Appendix 6 : Information sharing – what it might look like 
At http://www.doh.gov.uk/scg/infosoc 
• NHS Information Policy Unit (no date ? 2001) Guidance on developing information sharing protocols 
at http://www.doh.gov.uk/ipu/confiden/guard/protocols.htm 
• NHS Information Policy Unit (no date ? 2001) General protocol for sharing information between agencies in Leeds 
at http://www.doh.gov.uk/ipu/confiden/guard/protocols.htm 
• Guidance on access to health records NHS IPU July 2002 
at http://www.doh.gov.uk/ipu/ahr/dpa1998.pdf 
• Frequently asked questions about access to health records NHS IPU July 2002 
at http://www.doh.gov.uk/ipu/ahr/faq.htm 
• Mental Health Information Strategy website – selection of over-arching protocols and specific mental health protocols 
At http://www.nhsia.nhs.uk/mentalhealth/mh-is/pages/ispoverarch.asp 
2 Regional protocols etc 
• Cambridgeshire NHS and Health and Social Care Information community : General protocol for protecting and using personal information within Cambridgeshire and Peterborough August 2002 – being revised 
• Suffolk CC: General Protocol for Sharing Information between Suffolk SSD and Felixstowe Rd Medical Practice 
http://www.nhsia.nhs.uk/erdip/pages/demonstrator/suff/suffolk_(10).pdf 
• Suffolk CC: General Protocol for Sharing Information in Suffolk 
http://www.nhsia.nhs.uk/erdip/pages/demonstrator/suff/suffolk_(8).pdf 
• Suffolk CC: General Protocol for Sharing Information between Suffolk SSD and Local Health Partnerships and Norfolk Mental Health Trust 
http://www.nhsia.nhs.uk/erdip/pages/demonstrator/suff/suffolk_(11).pdf 
• Norfolk County Council Social Services Department Better Care, Higher Standards, dated November 2002 
http://www.norfolk.gov.uk/council/departments/socserv/better%20care%20charter/bettercare.pdf 
APPENDIX 6 Statutes and other guidance preventing data sharing 
OR over-riding provision of consent 
NOTE : the lists below are not exhaustive – where there are any doubts, advice should always be sought from the agency’s Data Protection lead. 
Preventing sharing : 
	Adoption Act 1976 section 50 
Information kept by the Registrar General to record and make traceable the connection between entries in Register of Births and Adopted Children Registry are not disclosable to any person unless ordered by a Court 

	Advice given to statutory agencies by their legal advisers – subject to legal privilege. If personal data consists of information in respect of which a claim to legal professional privilege would be maintained in legal proceedings, the personal data are exempt from the subject information provisions unless the privilege is waived (e.g. legal advice given to agencies by their legal advisers). 

	D v NSPCC 1978 House of Lords – duty on Social Services to keep confidential personal information on members of the public providing data about child protection concerns. 

	Data Protection Act 1998 (Subject Access Modification) (Health) Order 2000 – a social services authority must not disclose information about physical or mental health without first consulting an ‘appropriate health professional’. 

	Data Protection Act 1998 (Subject Access Modification) (Social Work) Order 2000– serious harm test – information is not to be divulged to a data subject if there is a risk of ‘serious harm’ to the data subject’s physical or mental health or to that of a third party in doing so. 

	Education (Special Education Needs) Regulations 1994 – statement of SEN needs parental consent 

	Human Fertilisation and Embryology Act 1992 Parental Orders (Human Fertilisation and Embryology) Regulations 1994 – parental order records and reports are not diclosable in the same way as adoption information is not disclosable (see above) 

	Mental Health Review Tribunal Rules 1983 : A Mental Health Review Tribunal has the right to withhold documents from the applicant and patient if such documents would adversely affect the health or welfare of the patient or others, but if the Tribunal is minded not to disclose documents for this reason, it shall disclose to the authorised representative legal or medical practitioners, provided no information shall be disclosed either directly or indirectly to the applicant or to the patient. (SI 1983 No.942) 


Allowing sharing without consent – 
The existence of legislation permitting the sharing of data does not necessarily mean that it should always be shared – the sharing must be justified by the agency seeking access. 
Patient identifiable data is not only clinical data : data such as a person’s name and address are included within this (see para 4.4). Where clinical data is requested special care needs to be taken. 
	Abortion Regulations 1991 

	Audit Commission Act 1998 : S.48 makes provision for the Commission to require anybody subject to audit and any officer or member of such a body to provide the commission with any information the commission may reasonably require for the discharge of its functions under the Act. 

	Children Act 1989 s 47Where a Local Authority is conducting enquiries under this section, other agencies have a duty to assist (by providing relevant information and advice) if requested but not where to do so would be unreasonable in all the circumstances of the case.


	Code of Practice, Mental Health Act 1983, Section 1.3 - 1.13 and S.14 
Covers - communicating with patients, confidentiality, victims and information for detained persons, their nearest relatives and those subject to guardianship 

	Crime and Disorder Act 1998 s115 – any person may lawfully disclose information where expedient for the purposes of the provisions of the Act to a police authority, local authority, the Probation Service or health authority. The purposes referred to include local crime audits, the work of Youth Offending Teams, anti social behaviour orders, sex offender orders and local child curfew schemes. See : www.homeoffice.gov.uk/cduct/guidinf 

	Criminal Procedure Investigation Act 1996 A prosecutor in a criminal case has a duty to disclose to the defence all relevant material to the case under consideration. Material must not be disclosed if it is not in the public interest, and if the prosecution (or the other agency who might be involved on an evidential basis) wish to rely on public interest immunity they need to make an application to the relevant Court. The Court has to weigh the balance of public interest in non-disclosure against the importance of the documents to the Defence. 

	Data Protection Act 1998 Schedule 2 : where the processing is necessary for the administration of justice 

	Data Protection Act 1998 Schedule 2 : where the processing is necessary to protect the vital interests of the data subject 

	Finance Act 1994 : power of HM Customs to investigate tax fraud 

	NHS (Venereal Diseases) Regulations 1974 

	Notifications of Births and Deaths Regulations 1982 

	Police and Criminal Evidence Act 1984 

	Public Health Act 1984 and Public Health (Infectious Diseases) Regulations 1998 

	Road Traffic Acts: s.165 : A Police Constable can require the driver of a motor vehicle to provide to him the name and address of the owner of the vehicle if different from himself. 
S172 :Where the driver of a vehicle is alleged to be guilty of an offence under the RTA, the registered keeper must give information to the Police as to the identity of the driver if so requested by the Police. 
(NB re. disabilities and RTA - only a driver who has a disability is obliged under the Act to report this to the DVLA not anybody else, for example GP or Optician). 

	Social Security Administration (Fraud) Act 1997 

	Terrorism Act 2000 S.19 : There is a duty to disclose information where a person believes another has committed an offence under the Act (including fund-raising for terrorism activities, using and possessing money or property for the purposes of terrorism, money laundering etc) and he bases his belief on information that has come to his attention in the course of a trade, profession business or employment, subject to some limited exceptions. Disclosure should be made to a Police Constable. 

	VAT Act 1994 S.91 


APPENDIX 7. Outline of headings for use in new detailed sub-protocols 
Any protocol between signatory agencies can refer back to this over- arching protocol between Norfolk Connect organisations so as not to repeat material. This should mean that the content of future sub protocols is presented in a standard format set out below and will be significantly reduced in detail. Only issues specific to the sub protocol should need to be set out in detail. 
	Introduction 
	

	Overall purpose and scope 
	

	Signatory agencies 
	

	Current sources of information 
	

	Personal information held by each agency which is to be shared 
	

	Data Protection Act notifications by each agency relevant to protocol 
	

	Principles of information sharing under this protocol 
	

	Purposes for the sharing of the information 
	

	Client consent – specific issues relevant 
	

	Implications of non-consent 
	

	Information sharing arrangements under this protocol 
	

	Recording information sharing in data subject records 
	

	Staff responsibilities under the protocol in each agency 
	

	Security policies 
	

	Education and training policy 
	

	Arrangements for responding to requests for access to records by data subjects 
	

	Record retention periods 
	


	Annexes 

	Form of consent for sharing of personal information 

	1. Linked protocols agreed or in preparation 

	2. Data Protection leads in signatory agencies – how to access 

	3. List of names / roles of members of staff in each signatory organisation with responsibility for: 

	• Agreeing, reviewing ,amendment of protocol 

	• Control of information 

	• Security of information 

	• Monitoring adherence to protocol 

	• Dissemination of protocol to staff / stakeholder groups 

	4. Schedule of staff covered by this protocol 

	5. Schedule of regular shared reports 

	6. Schedule of one off sharing of lists of data covered by this protocol 

	7. Schedule of breaches and actions of this protocol 

	8. Review date for this protocol 

	9. Author of protocol 
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